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Outline
• Server & ClientLib

• C2SIM Server configuration and coalition states

• C2SIMGUI Editor & C2SIMcontrol

• XML document flow: Initialization, Orders, Reports using C2SIMGUI

• Hands-on walkthrough of C2SIMGUI & VRForces simulation

• Operation of HLA RTI

• Configuring & running Pitch pRTI

PUBLIC RELEASE

Presenter
Presentation Notes
This shows what we will do in this session.



MSG-211 M&S in Federated Mission Networking.  Pullen 3.2 Workshop Intro

Workshop Agenda
subject to revision

20 Jul 2023 3

1. Welcome and setup (.5 hour)
2. Refresher summary of MSG-194 RTC (1 hour)
3. C2SIM & NETN HLA standard hands-on internal details (1.5 hour)

Ontologies, Messages, information flow 
4. Assembling C2SIM Initialization, Orders and Reports (1 hour)
5. Individuals create tasking orders and run independently (1 hour)
6. Group runs a collective exercise and group discussion (1 hour)

Presenter
Presentation Notes
Here’s where this sesion fits in the Workshop.
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C2SIM Basic Architecture

20 Jul 2023

MSG-211 3.1 Workshop Intro / Pullen

Slide 4

Presenter
Presentation Notes
You might notice this overview diagram has added Robotic and Autonomous Systems (RAS) to the big picture shown in the video. RAS was part of the original SISO BML concept because it requires the same sort of information exchange as simulations. The MiniExercise described in the video included an experimental RAS system, in simulated form. When the SISO C2SIM standard was finalized we decided to make RAS an explicit part of the big picture.
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 SISO develops international, open standards

 Initial versions of C2-simulation interop standards

 Military Scenario Definition Language (MSDL) supports initialization

 Coalition BML (C-BML) provides for exchange of Tasking (orders and 

requests) and Reporting information

 Unified second-generation standard recently completed: C2SIM

 C2SIM Core and Standard Military Extension (SMX) Ontologies

 Initialization & Synchronization and Tasking & Reporting messaging

 Extension Mechanism and Land Operations Extension

 Guidance document

C2SIM Standard

20 Jul 2023 Slide 5

Presenter
Presentation Notes
Here is a very brief description of the two generations of C2SIM. First-generation MSDL and C-BML standards, followed by the unified, extensible C2SIM standard which adds message standards and Coalition synchronization.  SISO balloted the C2SSIM standard in March 2020 and, after some revisions, approved it in June 2020. This slide also includes a note that the SISO standards saved a lot of duplicative effort by adopting the definitions of terms from the JC3IEDM created by the Multilateral Interoperability Programme (MIP) for C2 systems.
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C2SIM Ontologies
 Definition: Set of concepts and categories in a subject area or domain 

that shows their properties and the relations between them

 Core: data classes and properties that are needed by all C2 and 
simulation systems to interoperate (Who, what, when, where)

 Standard military extension (SMX): classes and properties that are 
needed by all military C2 and simulation systems

 Mostly more properties for core classes, e.g. Entity has a ForceSide

 Land Operations Extension (LOX): classes and properties that are 
needed by ground C2 and simulation systems

 Separate standard; example for other new extensions

20 Jul 2023 Slide 6

Presenter
Presentation Notes
A big breakthrough in the C2SIM PDG was adoption of ontologies as the means of defining the C2SIM data model. SISO had said from the beginning that ontologies would have a role “someday” but it turned out the state of art in ontology made good progress while C2SIM was maturing and was ready to be used, so C2SIM was built around the concept of a Core ontology with a Standard Military Extension (SMX) that can be further extended as is done in the separate Land Operations extension (LOX). Blocks 1.5 and 2.5 will explain this further. 
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Overview of  C2SIM Ontologies

20 Jul 2023
Slide 7

Presenter
Presentation Notes
Now I would like to give you an overview of C2SIM data models. C2SIM is a logical data model with multiple ontology layers that are built on one another.
The main part that defines the structure of C2SIM is the core data model or C2SIM_v1.0.0.rdf that defines basic concepts common to all C2 and simulation systems. Then there is a standard military extension or C2SIM_SMX_v1.0.0.rdf that covers military specific concepts. Another layer was modelled particularly for Land Operations, this is called C2SIM_LOX_V1.0.0.rdf. The idea behind these layers is that in the military context the Core model together with the Standard military extension will be used and covers most of the needs of each application. If you need more specific knowledge to be represented for your application that the other layers are lacking, there is a process to extend C2SIM with another layer to meet your specific needs. Extension of C2SIM is achieved by adding a new ontology, compatible with the Core and with any other extension with which the new extension is intended to comply. 
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 Logical Data Model

 core set of elements common to C2 and Simulation Systems

 standard way to combine and add domain specific knowledge

Core Ontology: C2SIM_v1.0.0.rdf

20 Jul 2023 Slide 8

Presenter
Presentation Notes
The C2SIM Core ontology is, as I just explained, the first ontology layer that every other C2SIM layer is built upon. It has the biggest database in comparison to its layers, as it covers all concepts that define C2 and Simulation systems and all they have in common. It defines the structure of the model that every extension has to follow.
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 imports C2SIM Core 

 provides additional concepts and relations common to all 

military domains

C2SIM_SMX_v1.0.0.rdf  - C2SIM Standard 
Military Extension Ontology

20 Jul 2023 Slide 9

Presenter
Presentation Notes
The Standard Military Extension is a build-in ontology that only works in the combination with the Core model. It sticks to the structure of the core with the same classes and adds some different concepts common to all military applications.
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- imports SMX and Core

- adds information specific to land operations

- example for other extensions

C2SIM_LOX_V1.0.0.rdf
C2SIM Land Operations Extension Ontology

20 Jul 2023 Slide 10

Presenter
Presentation Notes
The C2SIM standard provides one specific model of domain ontology. This C2SIM_LOX extension covers specific concepts for land operations.
To use this extension, you have to import the Standard Military Extension that again imports the core model.
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Process for C2SIM- Application

20 Jul 2023 Slide 11

Presenter
Presentation Notes
Now I showed you the ontology layers that are currently available and as I just said before, there were some users that already have developed extensions for different domains like TDL, autonomous systems and maneuver warfare, not only in the MSG-145-group. These extensions are not standardized yet, but there are some efforts to do that in future. Thus, it is important that a process has been defined by SISO PDG how to extend the ontologies to be able to use it for an own application.
We can see the layers, the core that always has to be used and the SMX essential for each coalition application. But then you have to decide if you can use an already existing extension or model it on your own. It also has to build on the core and the SMX and so on.
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 choose ontology of interest (Core + e.g. SMX)

 merge ontologies of interest

 import one or more C2SIM ontology files that the extension is building upon

 create a new ontology file (e.g., using Protégé or some other tool).

 declare a new namespace for this extension ontology. 

Procedure for extending C2SIM

20 Jul 2023 Slide 12

Presenter
Presentation Notes
The process to extend the C2SIM standard consists of, first choosing all ontology layers that you need, probably at least C2SIM Core + SMX. Then you have to create a new ontology file, where you can build your ontology axioms and you need to declare namespaces for additional classes and relations to ensure that your extension will be modularized as intended.
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Data exchange with schema

20 Jul 2023 Slide 13

C2SIM merged Ontology

XML schema file

XSLT Transformation C2SIM Schema 

Presenter
Presentation Notes
After deciding on specific ontology layers, you have to transform the Logical Data Model into a Physical Data Model to enable data exchange between systems. 
First, all chosen ontology layers have to be merged. There is a process defined how to do that with the Protégé Tool to get a united ontology. This ontology has to be transformed by an xslt sheet to get an xsd-schema. This xslt sheet is provided by SISO PDG. The resulting XSD schema then can be applied for the intended domain.
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XSD Schema

20 Jul 2023
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SMX

C2SIM Core

C2SIM Core

C2SIM Core

SMX

Presenter
Presentation Notes
On this slide you can see a valid xsd schema for an observation report content that was transformed from a merged ontology. Here you can see that the levels of the tree do not tell anything about the layer the concept belongs to. 
The structure of a reportContent is defined in the core ontology, but has no specific class for observationReportContent. This again is defined in the StandardMilitaryExtension. The TimeOfObservation from the SMX refers to a DateTime that again is defined in the Core. The Observation itself is modelled in SMX and the Location that has been observed in the core.
 
You can imagine the efficiency reusing classes that are already defined in another layer and does not have to be redefined again and again. 
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XSD-Schema 

20 Jul 2023

MSG-211 3.1 Workshop Intro / Pullen

Slide 15

C2SIM- Core

LOX

C2SIM- Core

Presenter
Presentation Notes
Another schema is shown here, where you can see how the land operation extension accesses information from the core. The ManeuverWarfareTask from the LOX reuses Location class of the Core. Of course, the Lox Classes can use classes from the standard military extensions as well and does in different parts. It does not have to do that at each part of the ontology. 
If you are interested to learn more about the ontology layers, I will give a detailed overview tomorrow.
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 Messages coded in eXtensible Markup Language (XML)

• Data structured as “tree” expanding from root

• Each data element has descriptive “tag”

 Communication via “Web Service” server

• Technology grew out of World Wide Web (WWW)

 Input REpresentational State Transfer (REST) 

• Document submitted in temporary TCP/IP connection

 Output Streaming Text-Oriented Message Protocol (STOMP) to subscribing group of clients

• Document forwarded via sustained connection to all C2 & simulation systems 

subscribed to “Topic”

C2SIM Communication

30 Sep 2022 16MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
The ontology defined by the C2sIM standard relies on supporting software for implementation. In the current implementation, C2SIM messages are coded in XML, which is easy to parse though it is on the verbose side. We’ve been using Web Service technology since MSG-048. It grew out of World-Wide-Web technologies that are used to store, forward and display webpages. The Web Service variant is a great way to assemble distributed systems. 

We use two transport protocols: Representation State Transfer (REST) and Streaming Text-Oriented Message protocol (STOMP).
REST works over the HyperText Transport Protocol (HTTP), much like the webpage delivery protocol HyperTextMarikup Language (HTML): each transaction causes a new Transmission Control Protocol (TCP) connection. STOMP is different- the client make a persistent TCP connection and the server pushes out published messages over that connection as they arrive.
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C2 systems
 Produce orders/requests and consume reports
 Send orders to server by REST
 Subscribe to reports from server by STOMP
 Ideally, able to start/pause/stop simulation

Simulation systems
 Consume orders/requests and produce reports
 Subscribe to orders/requests from server by STOMP
 Send reports to server by REST
 Controllable to start/pause/stop simulation
 Produce log of activities for replay/restart

Roles of  C2 and Simulation Client Systems

30 Sep 2022 17MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
Here is how client systems function under C2SIM: the C2systems produce orders, send them over REST to the server, and subscribe for reports sent by the simulations. C2 systems could also have a capability to send Coalition synchronizing messages through th eserver, but to date this has been done using the C2SIM Editor. Simulation systems subscribe to hear orders and produce reports as output. Reports are sent by REST (like all server inputs) and forwarded to the C2 systems by STOMP. The server logs all messages, but the simulations should also produce their own logs for after action replay.
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 Supports a Coalition of C2 & simulation systems

 REST input, STOMP publish-subscribe output

 Client Library assists integration (Java and C++)

 Translating feature allows MSDL/C-BML compatibility

 Translates reports and orders among C2SIM standard, C2SIM 
developmental, CBML Light and IBML09

 Translate between MSDL and C2SIM initialization

 Supports C2SIM synchronization messages for coalition and recording
 Initialize, Ready, Start, Stop, Pause

 Reloads latest initialization on restart

 Logs all transactions and supports playback

C2SIM Reference Implementation 
Open Source Java Server Functions

30 Sep 2022 18MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
We saw a slide like this in 1.2, but let’s revisit all the things the Reference Implementation Server does:
Provides a publish-subscribe group communication (REST input, STOMP output)
Translates between C2SIM and MSDL/C-BML for backwards initialization compatibility
Forwards C2SIM synchronization messages when submitted by a control client (at present, C2SIMGUI)
Records all input messages in a logfile
Implements semantics of back-to-back servers for distributed operation 
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Open Source COTS Server 
Environment

30 Sep 2022 19

 Centos 7 Linux Server 

 running in a VMWare Virtual System 

 Tomcat 8.0.30 Web Service Application Server 

 Apache Apollo 1.7.1 STOMP Messaging

MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
The C2SIM application server runs in a Linux environment. Installed with the server are the Tomcat Web Service server and the Apache Apollo STOMP server. All of this is available prepackaged in VMWare on the GitHub so it also could run on Windows and Macintosh platforms.
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C2SIM Standard Coalition Control
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UNINITIALIZED

INITIALIZING

INITIALIZED

RUNNING

PAUSED

SubmitInitialization

InitializationComplete

INITIALIZE

C2SIMInitializationBody

ObjectInitialization

SHARE

START

PAUSE

START

RESET

Orders and Reports

StartScenarioSTOP

RESET

ResetScenario

ResetScenario

InitializationComplete

StopScenario

StartScenario
PauseScenario
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Presenter
Presentation Notes
Here we review a state diagram describing the synchronizing process for C2SIM exercise/operation control. Ovals show state, arrows show control messages and boxes show commands passed to the clients. The Coalition goes from Uninitialized, through a state where it is Initializing, to an Initialized state that is “ready to run”. On command, all clients start running while the server send copies to subscribers. The Coalition stays in that state until paused or stopped.
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 How:

• Build an interface that subscribes to another server and forwards its published 

documents

• Simple implementation: back-to-back (B2B) client

• Ensure that forwarded messages cannot loop

 Why:

• Reduced network load by clustering 

• Sharing publish workload

Distributed C2SIM Servers

30 Sep 2022 21MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
We have demonstrated how to assemble distributed server systems that reduce network load and share the workload of STOMP publishing.
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 Building block for distributed servers:

 Used in: 
 MSG-085 Final Demonstration (USA-Europe)

 I/ITSEC-2014 Demonstration (France-Germany-USA/Sweden)

 CWIX 2019 C2SIM testing and MiniEx (USA-MSCOE)

Back-to-Back Clients

30 Sep 2022 22MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
This shows how we used back-to-back clients to assemble distributed server systems. The B2B client subscribes to STOMP on its partner server and pushes its own STOMP output as REST into the partner. We used this arrangement in both MSG-085 and MSG-145. 
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 Label each published message with ID of forwarding server(s)

• Install filter in server and/or B2B client

• Drop any message receiving server has already forwarded

• Supported by C2SIM Reference Implementation

 Configure servers in a star (tree)

• Guarantees no “back-door” loops make multiple delivery via different path than first 

delivery

Precluding Distributed Server Loops

30 Sep 2022 23MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
With distributed servers, loops can happen where messages circulate infinitely.  The way to avoid that is simple: label each message with the ID of all servers that forward it; then each server drops any message it has already forwarded. Also, make sure the servers are configured in a star (tree) path to avoid back-door loops that can occur in a mesh.
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Three-Server Demo I/ITSEC 2014

30 Sep 2022 24MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
After MSG-085 there were three different servers in the community – we used one of each at I/ITSEDC 2014, to demonstrate interoperability and the distributed server concept.
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 Implement common messaging functions
 Support IEEE FIPA

 Support REST and STOMP

 C2 and Simulation client implementation simple
 Instantiate REST and STOMP modules/connections

 Send and receive REST (similar to webpage I/O)

 Listen for STOMP (blocking or non-blocking)

 Available for Java and C++ on GitHub OpenC2SIM

C2SIM Reference Implementation 
Client Libraries

30 Sep 2022 25MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
In class 1.2 I mentioned that the Reference Implementation Server has a compatible client library that implements FIPA, REST and STOMP. This saves significant redundant coding and testing since very client needs the same logic. The ClientLib is available in both Java and C++.
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 Interacts with a C2SIM server by 
 creating and/or editing XML Order and Report files
 pushing such files into the server
 subscribing to receive such files
 displaying their tactical graphics (unit icons and related graphical control 

measures) on a map or image
 sending and receiving C2SIM synchronization/control messages

Open source software available on GitHub OpenC2SIM
 inspired by Fraunhofer-FKIE C2LG GUI that is not available open source
 C2SIMcontrol implements coalition/recorder control subset for C2 users

 *NOT* a real C2IS but has been used experimentally as surrogate 
for one
 C2LG GUI and C2SIM GUI used in CWIX 2022 & 2023

C2SIMGUI Editor

30 Sep 2022 26MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
Also mentioned in 1.2 was the C2SIM Editor, known as C2SIMGUI. This is open source software that can submit XML messages to the server via REST and receive and display the results via STOMP.  It will edit XML files ins a graphic format created from the XML schema (which therefore does not need to be reprogrammed when the schema changes) and display orders and reports on a rather primitive OpenMap background. It also has a graphic interface for sending C2SIM control (synchronization) messages.

Three points should be made about the C2SIMGUI:
It owes its inspiration to the Fraunhofer FKIE C2LG GUI; GMU created a clone in order to make it open source. Since then the two have gone different paths but their most basic functions remain similar.
The C2SIMGUI can be used as a primitive surrogate for a C2IS, but it is not a C2 system; it is better thought of as support for system testing.
C2LG GUI and C2SIM GUI are both planend for use in upcoming CWIX 2022 by MSG-201.
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C2SIMGUI As Used in CWIX 2019

MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
Here is a screen shot of the C2SIMGUI from CWIX 2019. Note the Wasa OPFOR are causing trouble again and n UAV is flying an orbit to detect them.
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C2SIM GUI Layout from User Guide

30 Sep 2022 28MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
This diagram is from the C2SIMGUI User Guide. It shows the various sections of the GUI frame: File and Configuration tabs; Server subscription and Local record/playback; Map display control; Server status and control; XML document editing; Map control, and the OpenMap Panel. 
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 Assembled to support distributed development by MSG-145

 Contains a complete C2SIM system

 C2SIMGUI as surrogate for C2IS

 Reference Implementation C2SIM Server

 MÄK VR-Forces Simulation

 Available over OpenVPN system

 Includes Jitsi but more often used with Zoom

 Jitsi server can be inside VPN; Zoom is commercial

 Accessible as remote desktop inside VPN

 User needs only Google Chrome to access Sandbox

 VPN can include C2 or Simulation under development

C2SIM Sandbox

30 Sep 2022 29MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
Now that we have covered both Server and GUI, you can see how they fit together in the C2SIM Sandbox. GMU assembled the Sandbox to simplify distributed development, testing and demonstrations. It contains a complete C2SIM system (Editor as surrogate C2IS; Server; and VRForces simulation. It communicates via OpenVPN and is accessible remotely from a Google Chrome browser without and extra software. It includes the Jitsi open source conferencing system, which can has a server that can be run inside the VPN; but we should admit that we used Zoom commercial conferencing for CWIX and the MiniEx where the content did not require such security. Havina complete system is good for demos and to support a server node, but the real power of the Sandbox for distributed development is that a remote user also can provide whatever piece of the C2SIM system they may be developing and test that piece in a working C2SIM system; and that user can do all that without any operator at the Sandbox host system.
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Presenter
Presentation Notes
Here is the Sandbox architecture again,
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 C2SIM demonstrations
 Initially IBML09
 C2SIM standard as soon as we can prepare it
 With generic scenario (others if contributed)

 C2SIM testing
 Test C2 with Sandbox Server and Simulation
 Test Server with Sandbox C2 and Simulation
 Test Simulation with Sandbox C2 and Server
 Test C2-Simulation Coalitions with the Server
 Distributed configurations of all sorts

 C2SIM validation with SISO
 Limited-scope C2SIM-based exercises
 Future possibility: C2SIM as a Service

Ways to Use C2SIM Sandbox

30 Sep 2022 31MSG-194 2.3 C2SIM Infrastructure / 

Presenter
Presentation Notes
There are a lot of ways to use the C2SIM Sandbox. We have used it several times for I/ITSEC demos; when the CWIX participants were installing heir interfaces they used it for testing; in CWIX we used it for validation testing; and it can support a small exercise as it did in the MiniEx.
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 Start VRForces on your desktop

 Start c2simVRFinterface on your desktop

 Start C2SIMGUI on your desktop

 Use the GUI to send a test C2SIM Order

 File –> Open & Push -> C2SIM Order -> Test Order

 Observe Order execution on VRForces GUI and C2SIMGUI

Hands-on Walkthrough VRForces with C2SIM  

32

Presenter
Presentation Notes
We will follow this script to become familiar with VRForces working with C2SIM.
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Questions on C2SIM?

33
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C2: Command and Control; C2IS: C2 Information System; C2SIM: C2 Systems – Simulation Systems Interoperation; ICT: Initialization, Control, Tasking and 

Reporting interactions; M&S: Modelling and Simulation; NETN:  NATO Education and Training Network

Source: FMN Spiral 5 Service Instructions for 

Modelling and Simulation, 2022.

C2SIM with HLA in FMN
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HLA Concept

Source: 2021 Simulation Innovation Workshop HLA Tutorial

API: Application Program Interface; FOM: Federation Object Model; RTI: Run-Time Infrastructure
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NATO Education and Training Network 
Federation Object Model (NETN-FOM)

Distributed Simulation for NATO Training
 Data model for exchange of data and interactions across a NATO 

federation of simulations running under HLA

 Designed as a set of function-specific modules (see next slide)
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NETN-FOM Data Architecture

Source: Lofstrand, B., Herzog, R., Kuhn, T., Behner, H., and van den Berg, T.: “Evolution of NATO Standards 
for Federated Simulation,” Paper 2020-SIW-025, Simulation Innovation Workshop, February 2020.
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NETN Examples from CWIX 2023

 Get these from Tom can den Berg
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SWORD Description and Demo 
by Dr. Beatriz Garmendia-Doval of  MASA
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A C.O.T.S .
Simulations 

solutions Provider

Specialized in 
Modeling Human 

behavior and 
military doctrine

Targeting the fields 
of Defense, Security 

& Robotics

MASA SWORD is a constructive, aggregated and automated simulation

• Constructive because it simulates both human beings and equipment

• Aggregated because it represents groups of entities and not single entities

• Automated because the simulated entities have intelligent and autonomous behaviors thanks to the use of 

Direct AI, MASA’s Artificial Intelligence engine.
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GIS

TOOLS

HIGH LEVEL 
SIMULATIONS

VIRTUAL
SIMULATIONS

SAME TO LOW LEVEL 
SIMULATIONS

C4I

ORQUE

SWORD
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MSG-194 SWORD C2SIM Connector

 The connector was updated for C2SIM approved standard V1.0.0

 The connector can read C2SIM initialization messages and update UUIDs and 

coordinates to reflect them in SWORD

 The connector can receive C2SIM missions and transform them into SWORD 

orders that can then be simulated by SWORD

 As the units move and interact due to the simulation of the C2SIM missions, the 

positions, status and observations are sent back as C2SIM reports 
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High Level Architecture Tools

 Will add here the GUI of Pitch pRTI and Pitch Web View with descriptions
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HLA Walkthrough
 Start VRForces with HLA on your desktop

 It will join the Workshop federation automatically

 Start Pitch Web View on your desktop

 SWORD is already in the  Workshop federation

 Should show VRForces as participants join

 You should see objects generated by SWORD on the VRForces GUI

 Add one ground object and one air object to your VRForces GUI

 Each desktop should show all of the objects

 Observe task execution in SWORD
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HLA Questions?
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